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1. DCS Web Browser Configuration

It is known that not all systems and software versions are the same within the DoD. If
experience does differ in following this guide it is recommended that the native application
FAQ is referenced to identify any further needed steps to verify configuration. Please use
local system help desks for assistance on software configurations that are not similar to those
seen in this guide.

1.1.DCS Web Browser Requirements
Users require a web browser capable of running Flash 11.2. To check the version of
flash, visit Adobe's Flash Version Check page.

As of Mac OS X 10.6, Apple stopped updating Flash. If a Mac user is running an out-of-
date version of Flash, the version can upgraded by visiting the get Flash player page at
Adobe (if permissible by local system admin policy).

To run the desktop sharing, the presenter (and only the presenter) needs to have Java
v7u45 installed and configured to web browsers on their system. You can test that Java
is installed by visiting Java Test Page (there are download links on this page if you need
to install Java).

For bandwidth, we recommend at least 1Mbits download and 0.5 Mbits upload speed.
Users can test their actual bandwidth using speedtest.net.

For hardware, we recommend a Dual-core CPU with at least 2G of memory. For Mac,
we recommend any Mac running Mac OS X operating system.

e If unable to verify your local versions of Adobe Flash and Java, contact your local
system or network administrator.

e If experiencing Java applet load failure or blocked event verify with local system or
network administrator that “*.apps.mil” is added to the trusted site list.

1.2.Internet Explorer

e Open the Options panel and locate plug-in and add-ons options location.
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Internet Opticns |-

General | Security |Pri\raqf I Content I Connections. I Programs I l"‘lﬂl""a'"”::e'::l|

Select a zone to view or change security settings.

@ & v O

Internet Local intranet  EfEiER=l2d  Restricted
sites

Trusted sites

This zone contains websites that you

trust not to damage your computer or

your files,

‘fou have websites in this zone,
Security level for this zone

Allowed levels for this zone: All

Medium
L - Prompts before downloading potentially unsafe
] content
T - Unsigned ActiveX controls will not be downloaded

[]Enable Protected Mode (requires restarting Internet Explorer)

| Custom level... || Default level |

| Reset all zones to default level |

@ Some settings are managed by your system administrator,

o< J[ cancel || apply

Figure 1 Option Menu - Trusted Sites

You can add and remove websites from this zone. all websites in
this zone will use the zone's security settings.

Add this website to the zone:

| | [ A |
Websites:

https: //*.adobe.com - | Remove |
https://*.afit.edu [

https://*. apptisintranet.com it

:T- e _-_lll' | 3

[7] require server verification (https:) for all sites in this zone

Figure 2 List of Trusted Sites
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e Verify that Java is enabled within the browser.

Print »
File 3
Zoom (90%) 3
Safety 3

Ctrl+)

Internet options
About Internet Explorer

Figure 3 IE Internet Options

e From Internet Explorer options page, select “Manage add-ons”

s ot

I | General I Security I Privacy | Content I Connech'ons| Programs |Advanced|

Default web browser

@ Internet Explorer is not currently the Make default

default web browser.

[ Tell me if Internet Explorer is not the default web browser,

Internet Explarer (64-hit) cannot be the default browser.

Manage add-ons
rﬂ’ Enable or disable browser add-ons Manage add-ons

“W¥=| installed in your system,

HTML editing
“» Choose the program that you want Internet Explorer to use for
_% editing HTML files.
HTML editor: Microsoft SharePoint Designer - ]
Internet programs

ﬁ Choose the programs you want to use Set programs

for other Internet services, such as
e-mail.

’ QK ] [ Cancel ] Apply

Figure 4 Options - Manage Add-ons
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Manage Add-ons e
View and manage your Internet Explorer add-ons
Add-on Types Narne Publisher Status Load time =
&} Toolbars and Extensions Adobe Systems Incorporated
= . Sheckwave Flash Object Adobe Systems Incorpor...  Enabled =
- 5. viders
OTr rotection Adobe Systems, Incorporated
Adobe Acrobat Create PDF Toolbar Adobe Systems, Incorpo..  Enabled
Adobe Acrobat Create PDF Helper Adobe Systems, Incorpo..  Enabled
Adobe Acrobat Create PDF from Selection Adobe Systems, Incorpo..  Enabled
McAfee, Inc.
scriptproxy McAfee, Inc. Diszbled
Show: Micrasoft Corporation -
Currently loaded add-ons &l |, ™ b
All add-ons
Currently loaded add-ons
Run without permission
Downloaded controls
Find more toolbars and extensions...
Learn more about toolbars and extensions
Figure 5 Meeting add-ons location
e Ensure that the options for java are enabled
Oracle America, Inc.
Java(tm) Plug-In 55V Helper Cracle America, Inc. Enabled
Java(tm] Plug-In 2 55V Helper Cracle America, Inc. Enabled

Figure 6 Java Enablement

Trouble shooting:

B |f the above operations are correct please contact your network administrator to

coordinate further policies requirements.

B Reference the CYBERCOM TASKORD 15-0019 for Ports and Protocol configuration

requirements.

1.3.Firefox

For use with most identified FireFox versions, the SSL state with associated CAC must be set
correctly upon initiation of the browser and periodically reset to ensure that the prompt for

authentication does not prevent access to DCS activities.

¢ Open the Options panel and locate plug-in and add-ons options location.
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Figure 7 Firefox Option Menu

e Select the Add-ons button to open a new tab for plugin configuration

Cut Copy Paste
- 100% +
Mew Window  Mew Private Save Page
Window
-
a 0 &
-
Print History Full Screen
Find Add-ons Developer

e O

Customize

Figure 8 Firefox Add-ons list
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e  Ensure the Plugins tab is selected.

Checkto tee if yous plugics are ug to date

Java(TM) Platform SE 7 U76 10.76.2.13
Mt Generation liva Plugrin 10.76.2 For Mozilla browsers 1o Aways Actrate

OpenH264 Video Codec provided by Cisco Systems, Inc. 1.1

Play back web video and use video chats.  More Options Always Activate =

Ho Ap

‘ Plugins

Shockwave Flush 16080 Mors [ —

£l

Adobe Acrobat 11.0.10.32
Adobe POF Plug-In For Firefen and Netwcape 11000 Meoee Ask 1o Activate T

AdobeAAMDetect 1.0.0.0

A plag Adobr Apph installed on this machine. e Ask 1o Activate

-
-
. Shockwave Flash 16.0.0.305
&
=
E

Google Update 1.3.24.15
fioogle Update  Boo Ask 1o Activite T

A\ 1 Deployment Tootkit 7.0.760.13 b known to be vulnerable. Use with caution.  More Information
‘ Java Deployment Toolkit 7.0.760.13 10.76.2.13
MPRuntie Szript Plug.in Libeary for Java(TH) Degloy  Mare Askto Actste T

Figure 9 Firefox Plugins

o Identify if the Java plugin is present and set to Always Activate

Java(TM) Platform SE 7 U76 10.76.2.13
Mext Generation Java Plug-in 10.76.2 for Mozilla browsers  More | Always Activate M

OpenH264 Video Codec provided by Cisco Systems, Inc. 1.1

[

Play back web video and use video chats, More ijptions || AIWays Activate |
sa Shockwave Flash 16.0.0.305
- Shockwave Flash160 0 More '7 Alr-vyysiécrti\!a% x|

Figure 10 Firefox Java presence

e Ensure that the options for java are enabled

Trouble shooting:
B |f the above operations are correct please contact your network administrator to
coordinate further policies requirements.
B Reference the CYBERCOM TASKORD 15-0019 for Ports and Protocol configuration
requirements.
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1.4. Chrome

Chro

me
Enter about:plugins in the search field.

- C N Dabout:plugin5|

Q, aboutplugins - Google Encrypted Search Search

Figure 11 Chrome Plugins Access

In the Plug-ins list, look for Java and check whether Java is enabled (if the
Disable link appears, Java is already enabled)

Java(TM) (2 files) - Version: 10.76.2.13 (Enabled by enterprise policy)
MPRuntime Script Plug-in Library for Java(TM) Deploy

It Always allowed
Figure 12 Chrome Java Enabled

Click on the Enable link (if available)
(Optional) Check the Always allowed box to stop additional Chrome warnings
when running Java content

Trouble shooting:

If the above operations are correct please contact your network administrator to
coordinate further policies requirements.

Reference the CYBERCOM TASKORD 15-0019 for Ports and Protocol configuration
requirements.
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